How to Enforce Multi-Factor
Authentication (MFA) for All Users of
These Popular SMB Cloud Apps

Most cloud applications allow administrators to centrally enforce MFA
in one click - this article tells you how

Written by Isabelle Dumont

Multi-factor authentication (MFA) is an authentication method that requires a user to provide
two or more verification factors in addition to a username and password to gain access to an
application, a system, or an online account.

Enforcing MFA helps prevent most cyber incidents because even if cybercriminals have stolen
an account credential (username and password), they cannot get into the account without the
additional factor. Using MFA means increased confidence that your organization will stay safe
from cybercriminals.

It is not widely known, but many cloud applications used by small and mid-size businesses have
MFA built into them at no additional charge. In most cases, MFA is turned off by default but
administrators can enforce its use centrally. Below is a list of common applications with links for
an administrator to enable MFA centrally:

Video Conferencing

e Z0OM

e GoToMeeting
e Skype
Collaboration

e Slack
» Box

e Dropbox
Accounting

e Xero
e Zoho One

o Expensify
Point of Sale

e Square
o Toast
e Shopify
Project Management

o Jira (Atlassian)
¢ Trello (Atlassian)

e Monday
Web Publishing

e Mailchimp

e Hubspot
o WordPress


https://support.zoom.us/hc/en-us/articles/360038247071-Setting-up-and-using-two-factor-authentication-2FA-
https://support.logmeininc.com/central/help/how-to-force-all-users-to-use-two-factor-authentication-central-t-login-policy-set-twofactor-allusers
https://docs.microsoft.com/en-us/skypeforbusiness/manage/authentication/two-factor-authentication
https://slack.com/help/articles/212221668-Mandatory-workspace-two-factor-authentication-
https://support.box.com/hc/en-us/articles/360044195853-Configuring-Two-Step-Login-Verification
https://help.dropbox.com/teams-admins/team-member/enable-two-step-verification
https://central.xero.com/s/article/Set-up-multi-factor-authentication
https://help.zoho.com/portal/en/kb/one/admin-guide/managing-security-policies/articles/zohoone-configure-mfa#In_the_web_application
https://community.expensify.com/discussion/7524/how-to-set-up-disable-2fa-for-your-domain#latest
https://squareup.com/help/us/en/article/5593-2-step-verification
https://central.toasttab.com/s/article/Account-Login-Setup-2-Factor-Authentication-1492803987151
https://help.shopify.com/en/manual/shopify-plus/security/global-two-step-auth
https://support.atlassian.com/security-and-access-policies/docs/enforce-two-step-verification/
https://support.atlassian.com/security-and-access-policies/docs/enforce-two-step-verification/
https://support.monday.com/hc/en-us/articles/360000787745-Two-Factor-Authentication
https://mailchimp.com/help/set-account-security-options/
https://knowledge.hubspot.com/account/how-can-i-set-up-two-factor-authentication-for-my-hubspot-login
https://wordpress.org/plugins/two-factor-authentication/
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