New Jersey Cybersecurity & Communications Integration Cell

ACHIEVING CYBER RESILIENCE:

FREE RESOURCES FOR NJ PUBLIC SECTOR PARTNERS

Featuring no-cost cybersecurity resources & information from the NJCCIC, MS-ISAC, & CISA
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MS-ISAC
Multi-State Information Sharing & Analysis Center

I. HOW TO ACCESS ISAC RESOURCES

e Register for the MS-ISAC’s services at https://learn.cisecurity.org/ms-isac-registration
e For more information & a virtual service review, email Info@msisac.org

II. SECURITY OPERATIONS CENTER

e 24/7 support for:
o network monitoring services

o research & analysis
e 24/7 analysis & monitoring_of:

o threats
o vulnerabilities
o attacks

e 24/7 reporting_on:

o cyber alerts & advisories
o web defacements

o account compromises

o hacktivist notifications

II. MONITORING IP RANGE & DOMAIN SPACE

e |P Monitoring:
o signs of compromise
o malicious activity

e Domain Monitoring:

o notifications on compromised user
credentials

IV. MALICIOUS CODE ANALYSIS PLATFORM (MCAP)

e A web based service used to submit &
analyze suspicious files
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MS-ISAC
Continued from previous page

V. MALICIOUS DOMAIN BLOCKING & REPORTING (MDBR)

e How it works:
o Proactively blocks network traffic to
known harmful web domains.
o Weekly reports sent to organization.
* FAQs:
o https://www.cisecurity.org/ms-isac/services/mdbr/mdbr-fag/

VI. BEST PRACTICES RESOURCES

e Nationwide Cybersecurity Review:
o https://www.cisecurity.org/ms-isac/services/ncsr/
e Policy Template Guide:
o https://www.cisecurity.org/wp-content/uploads/2020/07/NIST-CSF-Policy-Template-
Guide-2020-0720-1.pdf
e Cybersecurity Resources Guide
o https://www.cisecurity.org/wp-content/uploads/2020/07/MS-ISAC-Cybersecurity-
Resources-Guide-2020-0720.pdf
e Supply Chain Cybersecurity Resources Guide
o https://www.cisecurity.org/wp-content/uploads/2020/11/Supply-Chain-Cybersecurity-
Resources-Guide.pdf

VIl CIS SECURESUITE MEMBERSHIP

e Whatitis:

o Provides organizations access to
multiple  cybersecurity resources
including CIS-CAT Pro configuration
assessment tool, build content, full-
format CIS Benchmarks™, & more.

e Free for U.S. State, Local, Tribal,_and
Territorial (SLTT)_government entities &
U.S. public academic institutions.
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CISA
Cybersecurity & Infrastructure Security Agency

I INCIDENT REPORTING & MALWARE ANALYSIS
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II. REGIONAL RESOURCES

e Cyber Resilience Review (CRR):

o https://us-cert.cisa.gov/resources/assessments
e Cyber Security Evaluation Tool (CSET):
o https://us-cert.cisa.gov/ics/Assessments

e External Dependencies Management (EDM):

o https://us-cert.cisa.gov/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-
EDM.pdf
e Workshops:
o https://us-cert.cisa.gov/resources

II. NATIONAL RESOURCES

¢ Phishing Campaign Assessment (PCA):

o https://us-cert.cisa.gov/resources/ncats#Phishing%20Campaign%20Assessment%20(PCA)
¢ Vulnerability Scanning_Service (CyHy):
o https://us-cert.cisa.gov/resources/ncats#Cyber%20Hygiene
e Risk & Vulnerability Assessment (RVA):
o https://us-cert.cisa.gov/resources/ncats#Risk%20and%20Vulnerability%20Assessment
%20(RVA)
e Stop Ransomware:

o https://www.cisa.gov/stopransomware

1IV. ADDITIONAL RESOURCES

e Federal Virtual Training_Environment (FedVTE):
o An online, on-demand training center that provides free cybersecurity training for

federal, state, local, tribal, and territorial government employees and to U.S. veterans.
o https:/fedvte.usalearning.gov
e STOP. THINK. CONNECT.:
o A national public awareness campaign aimed at increasing the understanding of cyber

threats and empowering the American public to be safer and more secure online.
o https://www.CISA.gov/stopthinkconnect
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NJCCIC
New Jersey Cybersecurity & Communications & Integration Cell

I. CYBERSECURITY SERVICES

e New Jersey's one-stop-shop for:
o Cyber alerts & vulnerability
advisories

o Threat analysis
o Information sharing
o Incident reporting
¢ Membership:
o https://www.cyber.nj.gov/members/

II. BEST PRACTICES & OTHER RESOURCES

o Cybersecurity Best Practices
o https://www.cyber.nj.gov/learn/cybersecurity-best-practices/#the-basics
e Ransomware: Risk Mitigation Strategies

o https://www.cyber.nj.gov/mitigation-guides/ransomware-risk-mitigation-strategies
e Navigating_ New Challenges This Academic School Year

o https://www.cyber.nj.gov/informational-report/navigating-new-challenges-this-academic-
school-year
e Defending Against DDOS Attacks

o https://www.cyber.nj.gov/mitigation-guides/defending-against-ddos-attacks

For more cybersecurity information, please visit our website at cyber.nj.gov.




